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Power Pages Overview



Power Pages Authentication 
and Authorization



Understanding the essentials of identity and access management (IAM) | Microsoft Entra Identity 
Platform

https://devblogs.microsoft.com/identity/iam-essentials/
https://devblogs.microsoft.com/identity/iam-essentials/


Authentication methods and features - Microsoft Entra ID | Microsoft Learn

https://learn.microsoft.com/en-us/entra/identity/authentication/concept-authentication-methods




SSO and Federation

• Your Power Pages app doesn’t manage authentication
• You federate with an Identity Provider (IdP)

• Entra ID B2C or B2B
• LinkedIn
• Google
• Facebook
• Okta
• …



1

OAuth 2.0 authorization with Microsoft Entra ID - Microsoft Entra | Microsoft Learn

https://learn.microsoft.com/en-us/entra/architecture/auth-oauth2




Entra ID External Identities

Microsoft Entra External ID overview - Microsoft Entra External ID | Microsoft Learn

https://learn.microsoft.com/en-us/entra/external-id/external-identities-overview


Comparison

B2C
• Broad federation support

• Custom URLs and branding

B2B
• Microsoft 365 support

• Federate with Microsoft, Gmail, Facebook

• Custom branding

• Terms of use

• Conditional access policies

• Cross-tenant access settings
• Trust MFA and compliant devices

• Information Protection and Rights 
Management



Entra ID B2B Scenarios

• Delegated permissions
• Accessing systems in the context of the signed in user

• SharePoint document libraries or lists
• Custom APIs
• Secure Logic App Workflows



SharePoint Document Access

• SharePoint, Purview, and Entra ID is a 
powerful combination

• Information Protection
• MFA
• Conditional Access
• Authentication Context
• Document encryption

The Traffic Light Protocol
Simplifying Sensitivity Labels in Microsoft 365 | Envision IT

https://envisionit.com/resources/articles/the-traffic-light-protocol-simplifying-sensitivity-labels-in-microsoft-365
https://envisionit.com/resources/articles/the-traffic-light-protocol-simplifying-sensitivity-labels-in-microsoft-365


SharePoint Files

• Retrieve a list of documents the 
signed in user has access to

• Delegated Graph call
• Document links are directly to 

SharePoint
• Any SharePoint or Rights 

Management permissions are 
applied

• Read-only, view only (no download), 
co-author



Custom API – Azure AI Search

• Azure AI Search populated from 
Entra ID

• Augmented with additional user 
profile data

• API security trimmed 
• Show only members signed in user 

should see

• Render with Knockout



Secure Logic Apps

• Profile page for signed in user
• GET and POST Logic Apps to retrieve and 

update profile info
• Can update multiple systems

• Dataverse
• Entra ID

• Logic App requires bearer token from 
Entra ID to call

• Secure validation of the signed in user



Viva Engage Communities

• B2B users can be added to Viva Engage 
communities

• Rich forum for discussions
• Embed component doesn’t work for 

guest users
• WIP – Anonymous and Portal access

• Crawl Viva Engage conversations into Azure 
AI Search

• Expose on portal pages
• Simple comment entry posts through 

Yammer API to Viva Engage



Configuration Steps Article

https://extranetusermanager.com/resources/articles/configuring-power-pages-entra-id-b2b-authentication

https://extranetusermanager.com/resources/articles/configuring-power-pages-entra-id-b2b-authentication
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