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Power Pages Overview
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Microsoft Power Platform

The world’s most complete set of integrated, low code development platform

i o ¢ » &

Power Bl Power Apps Power Pages Power Automate Copilot Studio
Business analytics Application development Website development Workflow automation Intelligent virtual agents

s ® e

Data Connectors Microsoft Dataverse Managed Environments
To 900+data sources Build-In Data Platform Governance @ scale




Microsoft
Power Pages

Enterprise-grade low-code
website development

Generally available since in Oct 2022



Power Pages

I (A Home

Templates

J Learn

N Solutions

& Power Platform o
=)

Other ways to create a site

Start with a template
| CB Select from a gallery of premade site templates to get your

site going.

Active sites Inactive sites

Start building your website with Copilot

Create a website for government permit applications Build a site for enterprise project management

C

Describe the site you want and let Al create the first draft

Make sure Al-generated content is accurate and appropriate before using it. See terms

Start from blank

E Start from a blank site that you can customize to suit
your needs.

There are no sites in this environment

To start designing one now, choose Create a site.

Environment
PowerPagesDeveloper-...

https.//make.powerpages.microsoft.com



Environment
Power Pages

PowerPagesDeveloper-...

- - - - -
| & Home Start building your website with Copilot
Templates Create a website to manage project tasks Build a site to track customer inquiries G
0 Learn cf
I
8 Solutions B
@ foscuhitou - ' Make sure Al-generated content is accurate and appropriate before using it. See terms
Other ways to create a site
Start with a template ~— Start from blank
l £ Select from a gallery of premade site templates to get your Start from a blank site that you can customize to suit
site going. your needs.

There are no sites in this environment

To start designing one now, choose Create a site.

Privacy Terms of service



Environment

:2t  Power Pages PowerPagesDeveloper-...

Step 1 of 3: Site details %

+

+
M el

A WV

Creating site details ...

Back



Power Pages

Step 1 of 3: Site details

Check the basic site details

Your site name and URL can be changed later, if needed.

Give your site a name *

| Superhero Registrationl |

Create a web address *

‘ superheroregistration-f79a powerappsportals.com |

Make sure Al-generated content is accurate and appropriate before using it. Leamn More, See terme {_\7 Q

Enwironment

8 PowerPagesDeveloper-...

Back



Ermvironment

Power Pages & PowerPagesDeveloper-...

Step 2 of 3: Choose a layout X

Pick the site layout that meets your needs

Choose this layout or select ‘Try again' to see another one. You can customize it in the design studio later.

Creating layout options for your site ...

Back



Power Pages

Step 2 of 3: Choose a layout

Pick the site layout that meets your needs

Choose this layout or select ‘Try again’ to see another one, You can customize it in the design studio later.

Edit description

@® Superhero Registration Home | Pages - | Signin

Superhero Registration
Register Your Secret Identity

| Getsaries.

The World Superhero Registration Act

Register Anonymously Secure Your Identity Join the Superhero Community
e e LY,

P e

< Try again

Environment

& PowerPagesDeveloper-...

Back




Power Pages

Step 2 of 3: Choose a layout

Choose this layout or select 'Try again’ to see another one. You can customize it in the design studio later.

@ Superhero Registration Home | [Pages =} Sunin

Superhero Registration
Register Your Secret Identity

The World Superhero Registration Act

Register Anonymously Secure Your |dentity Join the Superhero Community
as i e i
g D>
| . .
S Ll
S . &

e Try again

Make sure Al-generated content is accurate and appropniate before using it. Leam Moce, See terms & Q

Edit description

Environment

& PowerPagesDeveloper-...

Back




Power Pages

Step 3 of 3: Add common pages

These ready-to-use pages could save some design time and can always be changed or deleted later in the design studio.

Environment

& PowerPagesDeveloper-...

@ Contact Us

% Contact Us

T 0 VNG S M VoA 8 S TG 0TRSOV s P A s Rt
1y g & e O e P B Pt by o e O B 4 vt 1 Par g P
Crtoertats vt ety o o1 gt b Swmeoen

Contact Us

Contact Form

P 5k S 8 T w5 O B 4 B

Q raQ

« FAQ e | Pages

Frequently Asked Questions
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« Regestration

Superhero Registration

(] Registration

@ Terms and Conditions

% Torms and Condiions

Terms and Conditions

o 5 Bt s Mgl e st B Gt 0 o) 0 saba. Y g 1 Gy O W b e b
T Vg tera 4 ety Fasad bt T gt PebEY 207 T secel

Registration Process Privacy Policy
e s e i . vl e o SN We U i Py Sy Ay i ety
i n £ e i rcens ot 2 et oAt
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. s ] 7 P B O s hLemS  aSeA ALy ret

Disclaimer Contact Us
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@ Privacy Policy
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Information We Collect

T A i GO i S P P B 4 Bt '’ Al TAA P Ay e O e,
el a23a nsamwn e e e et o e

How We Use Your Information
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Security
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Changes to this Privacy Policy
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Make sure Al- erated content 1s accurate and appropnate before using it Leam More, See terms (7 Q

Back




Environment
PowerPagesDeveloper-... Q X

Power Pages

o 0 O o Preview [§ Sync

(A &3 Superhero Registration - Private - Saved v
‘ . Pages & X Editcode R v ™ Copilot (= X
9 Main navigation ﬂ'\’ Superhero Registration ﬁ
&= l ] Ho@e | . ; S ; . ¢
R Home | ContactUs | FAQ | Registration | Terms and Conditions Privacy Policy Copilot
D Contact Us - —————— ——
=
° D fAQ |
@ [ Registration
o D Terms and Conditions .
[ Privacy Policy
Other pages

85 Access Denied

[ Page Not Found

Superhero Registrati

Register Your Secret Identity
Get Started Hi Hugo, what can | help you with?

& Page design
il Data forms

@ Ask

The World Superhero Registration Act

L Bing search is disabled 53

Make sure Al-generated content is accurate and appropriate before
using it. See terms

Register Anonymously Secure Your Identity Join the Superhero Community



Page settings

| Details Name

o Registration
Permissions

b

Partial URL




Page settings

Details @ Anyone can see this page

@ | want tefshoose who can see this page

Permissions

The page is public on the web and available to anyone.
Disable this setting to make the page available for only
specific roles.

Learn more




Page settings

Details O Anyone can see this page

@ | want to choose who can see this page

‘ Authenticated Users N ‘

Authenticate%)sers

Permissions

D Administrators




® &3 Superhero Registration - Private - Saving.

|8 pages R

Main navigation

Styling
&8 (@ Home " .
— . Superhero Registration
S:?p D) FAQ Create a web site that allows superheroes to register their secr
é@ N R ) Superhero registration act. - Registration page
egistration O
Secunty b
[) Terms and Conditions
[ Privacy Policy
Other pages

Rs Access Denied

[X Page Not Found v
‘



Environment
i PowerPagesDeveloper-... Q e

Power Pages

(A &3 Superhero Registration - Private - Saved D 0 O o pPreview 8 Sync
t Pages v ¢ & W Editcode @ v 2 @ copilot G==n) X
? Main navigation »X Superhero Registration
B o | can certainly help you with data forms.

Home . .
S Home | ContactUs | FAQ | Registration | Terms and Conditions | Privacy Policy e —
D Contact Us PREVIEW

@ & Can you tell me more about the
Set up D fAQ form you'd like to create?

& [ Registration &

Secunty
[ Terms and Conditions
. . I'd like a data form that allows
D) privacy Policy Superhero Registration Sperheces o regisat thei
secret identity, superhero name,
Other pages Create a web site that allows superheroes to register their secret identity for the mandatory compliance with the World powers, and weaknesses
Superhero registration act. - Registration page
8Bs Access Denied
Okay, let's make sure your form is

connected to the right table to store the
submitted data.

; SEEvIcN SRS I IR IRERIIREE=E= ; T

[ Page Not Found

Great, I'll use the Super Hero Registration
table for this form. Wait a moment while |
create it.

6 Q

hoose a starter prompt, request an action,

or ask a question

& B

b Bing search is disabled 53

Make sure Al-generated content is accurate and appropriate before
using it. See terms




ronment
2 PowerPagesDeveloper-... Q e

Power Pages

(A &3 Superhero Registration - Private - Saved v D B O o preview E8 Sync
o
i D)
pt« Pages 9 ¢ & W Editcode & v ™ copilot G X
sime  Main navigation
| can certainly help you with data forms.
53] (@ Home Start with a suggestion below:
Data
[ contact Us PREVIEW
@ & Can you tell me more about the
Set up D rAQ form you'd like to create?
& [ Registration &
Secunty
[ Terms and Conditions
I'd like a data form that allows
[ Privacy Policy superheroes to register their
8= Editform | [ Editfields | & Permissions secret identity, superhero name,
Other pages powers, and weaknesses
@ Set the permission on this form so it can be seen and used by all of your site visitors.
85 Access Denied Okay, | k f
" ay, let's make sure your form is
Superharo Nems connected to the right table to store the

[& Page Not Found
submitted data.

Powers *

Weaknesses *

FORM FIELD

Great, I'll use the Super Hero Registration
table for this form. Wait a moment while |
create it.

6 9

Choose a starter prompt, request an action,

tion

Or ask a que

&, B

L Bing searchis disabled £33

Make sure Al-generated content is accurate and appropriate before B
using it. See terms




Environment

Power Pages & PowerPagesDeveloper-... Q X
(A &3 Superhero Registration - Private - Saved v [ | o preview 8 Sync
e Data @ + Table v Super Hero Registration
g Table data  Views  Forms
Styling | kearch I Y l
I @ + Newrow v - Newcolumn () Refresh 7 Edit table properties
.“my
Data V Tables in this site
Super Hero Name* T v [ Created On v 4 BB secret Identity * B powers * v 4 Weaknesses * ¥ 4 +17 more ™ +
0% #: Super Hero Registration ..
Set up The Amazing Lazinator 4/26/2024 4:30 AM Hugo Bernier Laziness Work
@ > Other tables
Enter text Select lookup
Secunty
[N



Environment
&  power PagesDeveloper-... Q e

Power Pages

(A &3 Superhero Registration - Private - Saved v D B O o Preview E8 Sync
B : ™ Copilot G X
Pages Pages + Page - 2 &O ﬂ Edit code ®\ N4 |Z p
sing  Main navigation
| can certainly help you with data forms.
= (@ Home Start with a suggestion below:
Data
D Contact Us PREVIEW
@ 0 . & Can you tell me more about the
Setup FAQ form you'd like to create?
& [ Registration &
Securnity
[ Terms and Conditions
I'd like a data form that allows
[ Privacy Policy superheroes to register their
Editform | € Editfields | & Permissions secret identity, superhero name,
Other pages powers, and weaknesses
@ Set the permission on this form so it can be seen and used by all of your site visitors. & lew permission
85 Access Denied Okaw: | " p
ay, let's make sure your form is
S -
[® Page Not Found uperhero Name connected to the right table to store the
submitted data.
Choose an existing table
Powers *
Weaknesses * o
116 L ith
Secret Identity * H 9
Great, I'll use the Super Hero Registration
table for this form. Wait a moment while |
create it.
H Q
-P
Choose a starter prompt, request an action,
or ask a question
&y B

L Bing search is disabled 53
B

Make sure Al-generated content is accurate and appropriate before
using it. See terms




Environment
&  power PagesDeveloper-... Q e

Power Pages

(A &3 Superhero Registration - Private - Saved v D B O o Preview E8 Sync
B : ™ Copilot G X
Pages Pages + Page - 2 &O ﬂ Edit code ®\ N4 |Z p
sing  Main navigation
| can certainly help you with data forms.
= (@ Home Start with a suggestion below:
Data
D Contact Us PREVIEW
@ 0 . & Can you tell me more about the
Setup FAQ form you'd like to create?
& [ Registration &
Securnity
[ Terms and Conditions
I'd like a data form that allows
[ Privacy Policy superheroes to register their
Editform | € Editfields | & Permissions secret identity, superhero name,
Other pages powers, and weaknesses
@ Set the permission on this form so it can be seen and used by all of your site visitors. & lew permission
85 Access Denied Okaw: | " p
ay, let's make sure your form is
S -
[® Page Not Found uperhero Name connected to the right table to store the
submitted data.
Choose an existing table
Powers *
Weaknesses * o
116 L ith
Secret Identity * H 9
Great, I'll use the Super Hero Registration
table for this form. Wait a moment while |
create it.
H Q
-P
Choose a starter prompt, request an action,
or ask a question
&y B

L Bing search is disabled 53
B

Make sure Al-generated content is accurate and appropriate before
using it. See terms




14

— ’ <r804_superheroregistration_Secretldentity_cont

b | @ The Create privilege must be selected to allow your site visitors to use the data component.

Choose Save to confirm these changes.
o : Read B4 update B create
L R Search Delete ® Aopend B fopend to
Select roles that apply to the table Roles
permission.
[: Administrators + Add rolg

E, Anonymous Users
Authenticated Users

Cancel

Cf Manage roles




B
- — ‘ cr804_superheroregistration_Secretldentity_cont

- "R Contact

Permission to

o (D The Create privilege must be selected to allow your site visitors to use the data component.
Choose Save to confirm these changes.

Roles X

Read . Update . Create
L Search Delete . Append - Append to
- Select roles that apply to the table Bcilis
permission.
-+ Add roles

Administrators

Anonymous Users

. Authenticated Users

Cancel

CJ Manage roles




Environment
i PowerPagesDeveloper-... Q e

Power Pages

(A &3 Superhero Registration - Private - Saved D 0 O o pPreview 8 Sync

& Pages 9 o P W Editcode = R v ™ copilot =) X

Pages
sime  Main navigation
| can certainly help you with data forms.
53] @ Home Start with a suggestion below:
Data
D Contact Us PREVIEW
@ & Can you tell me more about the
Set up D fAQ form you'd like to create?
& [ Registration &
Secunty
[ Terms and Conditions
I'd like a data form that allows
) Privacy Policy superheroes to register their
secret identity, superhero name,
Other pages powers, and weaknesses
8Bs Access Denied
SuerheroName" Okay, let's make sure your form is
{ > P connected to the right table to store the

[ Page Not Found
submitted data.

Powers *

Weaknesses *

Secret Identity *

Great, I'll use the Super Hero Registration
table for this form. Wait a moment while |
create it.

6 Q

“hoose a starter prompt, request an action

Or ask a question

% B

b Bing search is disabled 53

Make sure Al-generated content is accurate and appropriate before
using it. See terms




»{ Superhero Registration

Home | ContactUs | FAQ | Registration | Terms and Conditions | Privacy Policy

Superhero Registration

Create a web site that allows superheroes to register their secret identity for the mandatory compliance with the World
Superhero registration act. - Registration page




Environment
Q B

2 PowerPagesDeveloper-...

Power Pages
&3 Superhero Registration - Private - Saved v @ o Preview [§ Sync

(A
D pata s Super Hero Registration

Table data  Views Forms

Styling | kearch I Y l
l @ + Newrow ~ 4 Newcolumn () Refresh 7 Edit table properties
-n
Data V Tables in this site
Super Hero Name* T v [ Created On v 4 BB secret Identity * v B powers * v 4 Weaknesses * ¥ 4 +17 more ™ +
0% 3 Super Hero Registration
Setup The Amazing Lazinator 4/26/2024 4:30 AM Laziness Work
@3 > Other tables
The Lazinator 6/10/2024 12:07 AM Hugo Bernier Laziness Hard work
Secunty

Enter text Select lookup



Environment

Power Pages & PowerPagesDeveloper-... Q X
(A &3 Superhero Registration - Private - Saved v [ | o preview 8 Sync
D Security Web roles
Monitor Control who gets to access your site data and content. Create and manage web roles and grant access to specific people to view site tables and pages. Learn more
Styling

(e Run scan (preview)

A
Profect All roles - v -+ Add new role (3

i o4 Web roles
up

set @ Manage contacts on your site. You'll be redirected to Portal Management app to manage contacts. Learn more (7 Manage contacts
i@: &) Page permissions
I Security & Table permissions Role Description Pages with access Table Permissions
& Web application firewall . .
S Administrators 3 There is no description View None
Manage 3 s )
Anonymous Users : There is no description View None
@ |Identity providers
AuthenticatedIUsers : There is no description View View

@& Site visibility

&, Advanced settings (preview)



Enwin Nt
Power Pages

& PowerPagesDeveloper-... Q &

) &3 Superhero Registration - Private - Saved v @ o Preview (g Sync
D security Page permissions
Pages
Monitor You can use page permissions to make content available to anyone who visits your site or to restrict access to users who have specific roles.
Styling
(G Run scan (preview)
@ = All Public pages Secure pages Filter by keyword
Data Protect
@ &3 Web roles
Setup Page Who can access
(Ficw) & Page permissions
Security ﬁ Table permissions Home All users
& Web application firewall
L' Contact Us - All users
Manage
@ Identity providers L FAQ All users
@ Site visibility
&, Advanced settings (preview) 5 O Registration [ Authenticated Users
L Terms and Conditions All users
= Privacy Policy L All users



Environment
Power Pages

PowerPagesDeveloper-...

&3 Superhero Registration - Private - Saved @ B Preview & Sync

iI0 | o

&
[}
]

Security Table permissions

Meonitor

-+ New permission = Default ~ P Search
Styling

(G Run scan (preview)

i)

Data Protect Name Status Table Access Type Roles Relationship Read Update Create  Delete  Append Append to
ata -
@ T it Active Super Hero Registration Contact access Authenticated Users cr04_superheroregistration...
Set up
(Fiew) E‘j Page permissions B
- g oo Update Self Active Contact Self access Authenticated Usars
84 Table permissions

Security
@ Web application firewall
Manage
@ Identity providers
@ Site visibility

&, Advanced settings (preview)



Power Pages Authentication
and Authorization
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Authentication Authorization

Validates users have
permission to complete
the attempted action

Confirms users are who
they say they are

Understanding the essentials of identity and access management (IAM) | Microsoft Entra Identity
Platform

#EPPC (/) BRUSSELS20



https://devblogs.microsoft.com/identity/iam-essentials/
https://devblogs.microsoft.com/identity/iam-essentials/

Bad: Password

123456
qwerty
password
lloveyou

Password1

Good: Password
and...

SMS

Voice

Better: Password
and...

&

S—

Authenticator
(Push Notifications)

Software
Tokens OTP

Hardware Tokens OTP

Best: Passwordless

é

-

Authenticator
(Phone Sign-in)

‘e

Window
Hello

FIDO2 security key

O

Certificates

Authentication methods and features - Microsoft Entra ID | Microsoft Learn

#EPPC (/) BRUSSELS20


https://learn.microsoft.com/en-us/entra/identity/authentication/concept-authentication-methods

O) Company name Home | Pages - | Contactus | Q | Signin

-] Sign in Register Redeem invitation
Sign in with a local account Sign in with an extermal account
* Username
* Password

[J Remember me?

Sign in

S NN V.. 0 S N | B S S |

() BRUSSELS20



SSO and Federation

* Your Power Pages app doesn’t manage authentication

* You federate with an Identity Provider (IdP)
* Entra ID B2C or B2B

LinkedIn

Google

Facebook

Okta

#EPPC (/) BRUSSELS20



:0 ....................................................................................

o,VaIidates access token
Returns secure page to user

o0

- o edirects access tokens to web app

2] !

Navigates to web app eRedirected to Azure AD
.........................................’ "

User enters credentials

g

: P Issues tokens (access & refresh token) Azure;AD

Web Browser

A
Connector Type
; OUser opens browser yp
: € Authentication
— P TOken
(W—
User

OAuth 2.0 authorization with Microsoft Entra ID - Microsoft Entra | Microsoft Learn

#EPPC (/) BRUSSELS20


https://learn.microsoft.com/en-us/entra/architecture/auth-oauth2

@ @ Identity providers | Set up | Power Pages - o X

& O ()  https://make.powerpages.microsoft.com/e/3b0f8f8e-1dd0-e8b9-94c6-26d93de35500/sites/0d269adb-b50b-4925-bb21-013d4270ee0d/setup/identity-providers ALy 83 g = xR
E % EUM Portal % EUM Admin %  EUM Admin-RC * EUM V6 - Home * Employee Self Servi... I* Landing ﬁ Microsoft Teams I* SharePoint Admin % EUM Dev www & LMS-Admin Q EIT Dev www SP Q Extranet Document.. > Q
ee Environment
hd it Power Pages 8 PowerPagesDeveloper-... Q S
X , ]
) &2 Entra ID B2B - Private - Saved v @ o Preview (@ Sync o
a8
¢
4
. . ¥ 3
) pD Set up Identity providers
ages
p (2
9 Ceneral —+ New provider €53 Authentication settings 2 search o
Styling
5 Site details
i Y= Go-live checklist . w
Data D Name Provider Status
@ Authentication
igni e | bled +
+ Setup ) Local sign in Local sign in Disable:
@ Identity providers
Security >9 Azure Active Directory (Default) +++ Azure Active Directory Enabled
@ Table permissions
@ site visibility %  Azure Active Directory B2C *++ Azure Active Directory B2C €3 Configure
Mobile n Facebook -++  Facebook ¢33 Configure
[J Progressive web application
m LinkedIn -+ Linkedin & Configure
Integrations
¢4, Add copilot (preview) G Google -+ Google ¢33 Configure
o Cloud flows
@ External apps (preview) Twitter -+ Twitter & Configure
] ; ... 2 .
- Microsoft Microsoft £ Configure

() BRUSSELS20




Entra ID External Identities

B2B collaboration
B2B direct connect
20 26 >
za invitation or IV — Resource tenant User's home tenant

self-service sign-up
partners, vendors,

suppliers, other
collaborators o e mutual trust
H g Eii ) )
. - n! n=

Microsoft inbound outbound Microsoft
Your tenant Entra ID cross-tenant cross-tenant Entra ID
access settings access settings
T
Azure AD B2C 1

Microsoft Teams

[ ] ] * shared channel ® H
A

o ® - o 1

20 26 > |e

® sign-up and sign-in ] =i
- o user flows, Azure AD B2C

custom policies

consumers of your

published app Your Azure AD B2C tenant

Microsoft Entra External ID overview - Microsoft Entra External ID | Microsoft Learn

() BRUSSELS20


https://learn.microsoft.com/en-us/entra/external-id/external-identities-overview

Comparison

B2C
* Broad federation support B2B

¥ Microsoft Google & /-Chat & -0 * Microsoft 365 support

facebook amazon flo * Federate with Microsoft, Gmail, Facebook

Linkedm OGitHub @ Azure AD r@lnstagram ¢ CUStom brandlng

) * Terms of use
salesforce s AD-FS And more...
* Conditional access policies

e Custom URLs and branding e Cross-tenant access settings

e Trust MFA and compliant devices

* Information Protection and Rights
Management

#EPPC (/) BRUSSELS20



Entra ID B2B Scenarios

* Delegated permissions
* Accessing systems in the context of the signed in user

e SharePoint document libraries or lists
 Custom APIs
e Secure Logic App Workflows

#EPPC (/) BRUSSELS20



SharePoint Document Access

* SharePoint, Purview, and Entra ID is a
TLP: Red powerful combination

ot for disclosure, restricted to

* Information Protection

Lo oo L S e MEA
TLP: Green e Conditional Access
 Authentication Context
T e, « Document encryption

The Traffic Light Protocol
Simplifying Sensitivity Labels in Microsoft 365 | Envision IT

#EPPC (/) BRUSSELS20



https://envisionit.com/resources/articles/the-traffic-light-protocol-simplifying-sensitivity-labels-in-microsoft-365
https://envisionit.com/resources/articles/the-traffic-light-protocol-simplifying-sensitivity-labels-in-microsoft-365

SharePoint Files

e Retrieve a list of documents the
signed in user has access to

\\\\\

* Delegated Graph call

- * Document links are directly to
S CharoPoint

* Any SharePoint or Rights
Management permissions are

nnnnnnnnnnnnnnnnnnnnnn

: applied
* Read-only, view only (no download),
co-author

#EPPC (/) BRUSSELS20



Custom API — Azure Al Search

e Azure Al Search populated from
Entra ID

* Augmented with additional user
profile data

* APl security trimmed

* Show only members signed in user
should see

e Render with Knockout

#EPPC (/) BRUSSELS20



Secure Logic Apps

X . Extranet Portal

— * Profile page for signed in user

€ reoe ZT T * GET and POST Logic Apps to retrieve and
~ update profile info

* Can update multiple systems

* Dataverse
* Entra ID

Caradz

* Logic App requires bearer token from
Entra ID to call

* Secure validation of the signed in user

Company name




Viva Engage Communities

| » B2B users can be added to Viva Engage
communities

e Rich forum for discussions

= * Embed component doesn’t work for
— guest users

* WIP — Anonymous and Portal access

* Crawl Viva Engage conversations into Azure
Al Search

* Expose on portal pages

* Simple comment entry posts through
Yammer APl to Viva Engage

#EPPC (/) BRUSSELS20




Configuration Steps Article

ExtranetUserManager

Home > Resources > Articles

Configuring Power Pages Entra
ID B2B Authentication

O v M0

’; Denesh Sohan | Published june 12, 2024

Microsoft Power Pages is a low-code development platform designed to help users create,
host, and manage business websites with ease, integrating seamlessly with other
Microsoft Power Platform tools. Microsoft Entra ID, formerly known as Azure Active
Directory (Azure AD), is a comprehensive identity and access management solution used
to secure access to applications and resources within an organization. Setting up Entra ID
for managing portal authentication is crucial because it provides robust security features,
including multi-factor authentication and single sign-on, ensuring that only authorized
users can access the portal, thus protecting sensitive business data and enhancing user
experience.

While it's essential to manage portal authentication with Entra ID, and fairly easy to do,
this approach doesn't allow one to call any of the Microsoft 365 resources because the
security token that gets created as part of that login is unique to Power Pages and can
only be used in Power Pages. There might be some parts that you can add through Power
Pages, but if you want to do your own customizations, or if you need to do anything more
creative, you must get to the Graph yourself. This article explains how to do so.

Before digging in, one needs to understand the three management scenarios for Power

Pages. The Microsoft Power Pages Admin Center is a centralized hub for administrators to

Platform ~ Solutions ~ Resources ~ Pricing About ~ Support ~ Test Ride —

Latest Articles

EUM and Microsoft Power Pages
combine to create a powerful
solution for managing content and
data wi..

Virtual data rooms offer a secure,
efficient solution. In this guide, we'll

explore their top advant...

Extranet User Manager enhances the

T T P -

PC

-

o

https://extranetusermanager.com/resources/articles/configuring-power-pages-entra-id-b2b-authentication

() BRUSSELS20



https://extranetusermanager.com/resources/articles/configuring-power-pages-entra-id-b2b-authentication

Power Pages Onboarding and
Authentication — Secure and Simple

President, Extranet User Manager Enterprise Platform Architect, Takeda
Canada Canada

#EPPC24 (/) BRUSSELS 202"



European
Power Platform

Conference cvent

DLEASE RATE THIS @
SESSION ONTHEAPP  \\J2E

/) BRUSSELS20



	Slide 1
	Slide 2
	Slide 3: AGENDA
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9: SSO and Federation
	Slide 10
	Slide 11
	Slide 12: Entra ID External Identities
	Slide 13: Comparison
	Slide 14: Entra ID B2B Scenarios
	Slide 15: SharePoint Document Access
	Slide 16: SharePoint Files
	Slide 17: Custom API – Azure AI Search
	Slide 18: Secure Logic Apps
	Slide 19: Viva Engage Communities
	Slide 20: Configuration Steps Article
	Slide 21
	Slide 22
	Power Pages Onboarding and Authentication - Secure and Simple - Hugo.pdf
	Default Section
	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10

	Page Protection
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15

	Create a Form
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22

	Preview
	Slide 23
	Slide 24

	Security
	Slide 25
	Slide 26
	Slide 27
	Slide 28





